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1 Oo6mue cBeJeHUA
Moaynb «bactnoH-3 — OPC UA Cepsep» npeaHasHayeH ana nHrerpaumm MK «bacTMoH-3» ¢ BHELWHUMM
cUCTEeMamM c ucnonb3oBaHnem uHtepdeiica OPC UA.

Mogaynb cooTseTcTBYeT cneymdmkaumm OPC UA 1 npenoctaBaneT cieaytowme BO3MOKHOCTH:
e [lony4yeHue cnucka yctpoicTts MK «bacTnoH-3»;
e TlonyuyeHue cobbiTnii yctpoiicts MK «bacTnoH-3»;
o [lony4yeHue coctosiHUM ycTporcTs MK «bacTMoH-3»;
e VYnpasneHue ycrponcteamu MK «bacTMoH-3».

Ob6wwan cxema MHTerpauum c ncnonbsosaHmem OPC UA cepsepa MK «bacTMoH-3» npeactasneHa Ha Puc.
1:

CepBep CHCTEMBI

AMNK eBacTHoH Mogyne
OPC Cepeep L OPCUA

ANK «BacTwoH®

HAKMEHT MK CepRep HnWeHT Wk cepaep
obopyaosaHKa ANK oBopygoeaHHa AMK
whacTwonn 1 LA abacToHy N

BrewHes
MPHAGHEHHE

Puc. 1. Cxema uHterpauyum c ucnonb3osaHmem OPC UA Cepsepa MK «bactnoH-3»

OPC UA cepBep nosnyyaeTt gaHHble o6 yctpoicrteax mn3 MK «bacTMoH-3» M npegoctaBnaeT ux B Buae
nepesa OPC-teros. Yepes OPC UA ocywecTtBndetca B3aumogeinctBue c cepsepom cuctembl [MK
«bacTMoH-3» ana nepegayn cobbITUIA, COCTOAHWUIA M KOMaHA ynpasaeHua. s B3aMMoAeWnCcTBUSA CO
Bcemn yctponctBamm MK «bacTnoH-3» AocTtaToyHO ucnonb3osBaTb oauH ak3emnaAap OPC UA cepsepa,
HEe3aBMCMMO OT TOro, Kyaa nogkntovyeHo obopyposaHue B MK «bactnoH-3». OPC UA Cepsep Bceraa
nepenaét csegeHua ob6o Bcex yctpoictBax MK «bacTMoH-3», OOCTYyNn K KOTOpPbIM paspelwéH B
napameTpax BblOpaHHOM po/siv onepaTopa.

Cneundukauua nHtepdeinca, npegocrasnsemoro yepes OPC UA, moxKeT ObITb 3arpyKeHa no agpecy:
https://opcfoundation.org/developer-tools/specifications-unified-architecture.

Ons nonyyeHus obwei nHpopmaumm o pabote n KoHoUrypmposaHum MK «bacTMoH-3» pekomeHayeTca
O3HAaKOMUTLCA C AOKymeHTamu: «bacTtMoH-3. PyKoBOACTBO aaMMHMCTpaTopa» M «bacTmoH-3.
PykoBoacTtBo onepartopar.

2 YcioBusa npyuMeHeHUus
Ha mogynb «bactnoH-3 — OPC UA CepBep» pacnpocTpaHAlTCcA Te »Ke TpeboBaHMA K annapaTHOM M
nporpammuoi nnatpopme, 4to 1 ana MK «bactmoH-3».


https://opcfoundation.org/developer-tools/specifications-unified-architecture
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Ona pabotbl OPC UA cepsepa [0/KHbI ObiTb OTKPbLITbI CETEBbIE MOPTLI, KOTOPblE HacTpauMBaloTcA B
KoHdUrypaumm moayna (no ymonyaHuo 62561 n 62563).

Mogynb cosmectum ¢ MK «bactnoH-3» 2023.1 v Bbiwe.

1 YcraHoBka MmoayJis
Moaynb BXxoguT B KomnaeKT noctaBku MK «bactnoH-3». na ero yctaHoskm B OC Windows Heobxoanmo
OTMETUTb COOTBETCTBYIOLLYIO rasiovky B nHctannatope MK «bactnoH-3».

Ons OC Linux mogynb nocTaBaseTca B BMAE oTAesbHOro naketa ¢opmarta DEB mam RPM, ¢ nmeHem
bastion3-opc_*.

2 Hacrpouka MmoayJis

[nsa paboTbl C MOAYyNEM €r0 HEOHX0AMMO BKNHOUUTL B MAHENN yNpaBaeHus «bacTMoH-3».

B | bactvon-3 - MaHenk ynpaenenuns Onepatop: q
OcHOBHOE MeHID
ﬁ CrpykTypa obbekTa &% OnepaTopbl U NOAHOMOUMA
E'_‘l O6paboTka cobbITHiA MponyckHOW pexim
<opc= OPC Cepeep sﬁp SNMP areHT
c&, PennukaLms CuHxpoHusaums c LDAP

Puc. 2. KHonKa oTKpbITUA cTpaHULbl HacTpoeK moayna «bactmoH-3 — OPC UA Cepeep»

Monb3oBaTenbCckMn uHTepdeinc CcTpaHuubl HacTpoek moayna «bactmon-3 — OPC UA Cepsep»
npeacrasneH Ha Puc. 3.
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#&| Bacton-3 - Manens ynpaenequa Onepatop: q — O *
OcHoeHoe meHio  OPC Cepeep » Hactpoiikn

H X

(® ) OPC cepeep BniknioqeH

Ob6wme HacTpoiiku OPC cepsepa

MopT cepeepa AnA npoTokona opc.tep: 62561 RN

MopT cepeepa ana npoTtokona https: 62563 RN

Pexum noctpoequa gepesa OPC ysnos: . Mo nogxatouetmro | ) Mo Tinam ycrpoiicts
MNepenasats WTaTHeIE COGBITUA:

MNepenasaTs TpEBOKHBIE COGLITUA: I:‘

Mepenasate cobLITMA O HEWCMNPAEHOCTAX:

MUHWMANEHEIA NPUOPHUTET NEPEAAEaEMEIX COOBITUIA: 22 RN
Ceptudumkar

Vizaarens: CN="BastionOpclaServer O=Bastion”

CybbexT: CN="BastionOpclaServer O=Bastion”

Cpox gedcTEwna: ¢ 22.05.2023 20:15:56 no 20.05.2033 20:15:56
SarpysuTe

CreHeprposats

ZKcnopTMpoBaTe cepTrduUkaT

WHbopmauma o cepTudrkare

Puc. 3. UHTepdeiic cTpaHuLbl HacTpoeK moayna «bactmoH-3 — OPC UA Cepeep»

34eCb MOXKHO HaCTpPOUTb:

MopT OPC cepBepa ana npotokona opc.tcp. No ymon4yaHuo yCTaHOB/IEHO 3HaYeHne 62561;
MopT OPC cepBepa ana npotokona https. Mo ymonyaHuo ycTaHOBAEHO 3HaYeHue 62563;

Pexxmum noctpoeHuna gepesa OPC-y3noB. JocTynHO ABa 3HavyeHuA — «[o nogkntoveHunto» n «lo
TMNAM YCTPOMCTBY;

MepenaBaTb WTaTHble COBbITUA. MpyK OTKAOYEHUMN AaHHOM onumm B OPC He 6yayT nepepasaTbes
COBbITUA C TUMOM «IUTAaTHOEY;

MNepepaBaTb TPeBOXKHble cobbITUA. [Mpn OTKAOYEeHUM pJaHHOM onuum B OPC He 6yayT

nepengasatbCA cobbITHA € TMNOM «TpeBora».

MNepenaBaTb cobbiTA O HeucnpaBHOCTAX. Mpu OTKAKOYEHMU AaHHoN onuum B OPC He 6yayT
nepenaBaTbCA COOLITUA C TUNOM KHEUCMPABHOCTHY.

MWHMManNbHbIN NPUOPUTET NepedaBaembix cobbiTuii. B OPC He byayT nepegasBatbcs cobbitTuA,
UMeLoLLME NPUOPUTET MeHbLUIE 3HAaYEeHWUS JaHHOM HAaCTPOIMKMU.

BHumaHue! lpu pabome 8 cpede Astra Linux nopmel opc.tcp u https cnedyem ebibupame u3
duanasoHa 1024 - 65535. lopmebl ¢ Homepamu 00 1024 moeym UCM0/63080MbCA MOSbKO
cyneprionb3osamesnem.

Ona Toro, ytobbl OPC-cepBep MOr noAaAepXuBaTb MOAKAOYEHUA C WKNPPOBAHMEM COEAUHEHUS

Heobxoanm TLS-cepTudUMKaT. Ero MOXKHO CreHepuMpoBaTb Ha CepBeEpPE CUCTEMBI, Ha)KaB KHOMKY

"CreHepupoBatb".
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MmeeTca BO3MOXKHOCTb MCNO/b30BaTh CBOM cepTUdMKAT, ANA 3TOrO HYKHO BOCMNO/Ib30BATLCA KHOMKOM
«3arpysutb», rge B MNOSABMBLUMMCA OKHe Heobxoammo BblOpaTb ¢ann ceptudukata. Ana 3sToro
cepTMdUKaT JoNKeH ObITb SKCMOPTUPOBAH BMECTe C MPMBATHbIM Kato4om B daiin dopmata pfx nam pl12.
Mo ctaHpapTy PKSCH12 cepTUdMKAT M 3aKpbITbIM KAOY XPaHATCA B OAHOM 3awudpoBaHHOM daline,
nosTomy npu 3arpyske ceptudukata noHagobutca BBeCTU Naposib oT aToro ¢daina. Ecam ceptudukar
3arpy’KeH KOPPEKTHO M C MPaBW/IbHbIM MaposemM, TO B OKHE HACTPOeK NOSABUTCA U3gaTesib, CyOBEKT U
CPOK genctBua ceptuduKkata. Ecnm paHHble Noas OCTaAMCb He 3anoJiHeHHbIMKM, ybeguTech B
KOPPEKTHOCTUN cepTUUKATa M ero Napons npu BBoAE.

Ona nonyyeHua ceptudukata B Buge dpaiina B popmarte der Heob6X0AMMO BOCMO/Ib30BATLCA KHOMKOWM
«IKCNOPTUPOBATb CEPTUPUKAT», Moc/ie Yero BbiOpPaTb MECTO COXPAHEHUA U MMSA, Ha)KaTb HA KHOMKY
«CoxpaHuTtby. CeptuduKkat B Bnge dana B popmate der MOKHO MCNONAb30BaTh A1A PasMeLLeHnsa B
XpaHunuuie cepTmduKaTos.

Ana nonyyeHus 6onee nonHon MHPopmauum o cepTudukaTe TpebyeTca HaxKaTb KHOMKY «MHbopmaLms
0 cepTUdMKaTe», YTO NPUBELET K OTKPHLITMIO AMAZIOFOBOIO OKHA C PacliMpPeHHOoM nHbopmaLmen.

PekomeHayeTcA MCNOMb30BaTb CepPTUOMKATbI C anroputmom wuodpoBaHma RSA wanm ECDsa wm
anroputmom nognucmn SHA256, SHA384 wnn SHA512.

3 Pa6oTa B IITATHOM peKuMe

3anylweHHbI®  cepBep  MOXeT  OblTb  0bHapyXeH KanmeHTom OPC  UA no agpecam
«opc.tcp://<agpec>:<nopt_OPC_TCP>/esprom.bastion.opc» "
«https://<agpec>:<nopt_HTTPS>/esprom.bastion.opc».

B WTaTHOM perMme moaynb He nepedaéT cobCTBeHHbIX cobbiTuit B MK «BbacTMOH-3» M He umeeT
CO6CTBEHHbIX 3/1EMEHTOB M0/1b30BaTE/IbCKOrO MHTEepdeNca, KpoMme CTPaHULL NaHeNn ynpasaeHus.

MNogkntoyeHne KnmeHta K cepsepy OPC UA BbinonHAaeTca € NOrMHOM W naponem onepartopa MK
«bacTnoH-3».

3.1 IMony4yeHue CIMCKA YCTPOMCTB

Cnuncok yCcTpoWCTB MOXeT bbITb nosydeH B BUAe aepesa y3nos OPC. [lepeBo y3710B rpynnupyeTtca B
3aBMCUMMOCTM OT HaCTPOMKKU «Pexmm noctpoeHus aepesa OPC-y310B»: No 3k3emnasapam agpaiisepos MK
«bacTnoH-3» (3HaueHue «lo TMNam ycTpouncTe», npumep Ha Puc. 4), nnbo nNo nepapxmm yCcTPOMCTB
apansepos MK «bacTnoH-3» (3HaueHne «o NoAKAUYEHUNION).
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BHumaHue! B Oepege 6ydym npucymcmeosams mosabKo me ycmpolicmea, 045 Komopbix 8 posau
orepamopad, € /102UHOM U Naposaem Komopozo MOOKMOYUACA KAUEHMm, UMeemcsa MosHOMoYUe

=

Lj Server
-+ Aliases

E|L3 Driverinstances

- Cuctema

-+ lNonezoBaTtent

-+ [pafsep cusHapwes
-+ MUH

-+ elsysmobile

....Lj Id
Lj Diriverld
&+ Childs

Puc. 4. lepeso y3nos OPC-cepBepa B pexxume «lo TMnam ycTpoucTe»

«lMpocmomp cobbimuli».

="

A0 Cuctemel
+J BupTyaneHele yoTpoicTEa 1
A [eepw

----Lj Device Typeld
=+ Childs
-+ samsung SM-G380F

-+ CynThIBaTENK

----Lj Device Typeld
£1-+33 Childs
F-+3 gamsung SM-GI20F R1

Cnu1CcoK fo4epPHUX YCTPOMCTB AocTyneH B y3ae «Childs».

3.2 Tlony4yeHue COOBITUMA

CobbiTna MK «bactnoH-3» nepeaatotca yepes nHtepdenc OPC UA yepes yCTaHOBKY 3HAYEHUIA CBOICTB

COOTBETCTBYIOLLErO YCTPOMCTBY y3/a:

Mmsa cBolicTBa Tun gaHHbIX Ha3sHauveHune

MsgText STRING TeKcT coobuieHua o cobbiTnm

MsgCode INTEGER Kog cobbiTus

Params STRING JlononHuTeNbHble NapameTpbl COObITUA B
BUAE CTPOKM dopmaTa:
PARAM1=VALUE1;PARAM2=Value2
Habop BO3MOMHbIX napameTpos
NpPMBEAEH HMXKeE.

EventTime DATETIME Bpema BOSHUKHOBEHUSA COObITUA

MsgType INTEGER Tun cobbitna (1 - wratHoe, 2 - TpeBora, 3
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- HEMCMPABHOCTD)
MsgPriority INTEGER MpuoputeT cobbiTns (0-99)
AdditionalParams | STRING JononHuTenbHble NapameTpbl cobbITUA B

BUAE CTPOKM dpopmaTa:
PARAM1=VALUE1;PARAM2=Value2

Habop BO3MOMKHbIX napameTpos

NpMBEAEH HUXKe.

Yepes 3HayeHUA napameTpa params nepesatoTca 4ONOJAHUTENbHbIE NapameTpbl CO6bITVIF|, CBA3aHHOrIO C

KapTol gocTyna:

Uma napameTpa

HasHayeHuWe napameTpa

fullcardcode

MonHbIM Koa KapTbl gocTyna (ao 12 6aiT)

name damunna Bnagenbua KapTbl 40CTyNa
firstname Mma Bnagenbla KapTbl AocTyna
secondname OTyecTBO BNadenbLa KapTbl 40CTyNa

Ha6op BO3MOXHbIX AONOJIHUTENIbHbIX MNaApPaMeTpPOoB C06bITMF|,

nepegasaembix 4Yepe3s 3HayeHue

napametpa AdditionalParams npegcraeneH B Tabavue HuKe. MNapameTpbl ABAAIOTCA CAYKeOHbIMU U

nepegarTca B 3Ha4Y€eHUU AaHHOTO Tera Ha TOoT cnyqaﬁ, €C/IM OCHOBHOM VIHd)OpMaLI,MM 0 cobbITUAX 6YA6T

HeJoCTaToOuyHO (Hanpumep, B 3HayeHue napameTpa detectedstr 3anucbiBaeTca pacno3HaHHbIA HOMeEpP

TPAHCNOPTHOrIo CpEﬂ,CTBa). MHd)OpMaLI,I/IM 060 BCeX BO3MOKHbIX 3HAYEHUSX napamMmeTpos, NnepeaaBaeMblX

yepes 3HauyeHue Tera AdditionalParams, B 3Tom pyKOBOACTBE He MPUBOAMUTCA.

Nma napametpa HasHauyeHune napameTpa

detectedstr JOonoNHUTENbHBIM CTPOKOBbIN NapameTp

extdouble [on. napameTp B popmaTe YMcaa C NaaBatoLLe TOYKOM
extint [Jon. napameTp B popmaTe LLeSI0YNCAEHHOTO 3HAYEHUA
extstrl JOonoNHUTENbHBIN CTPOKOBbLIM NapameTp

extstr2 [ ononHUTEeNbHbIN CTPOKOBBIM NapameTp

CnMUCOK BO3MOMKHbIX COBObITHIA nHounsmayaneH AnAa KaxXaoro Ttuna yCTpOﬁCTB KOHKPETHOro Tuna

Apainsepa. MosHyo MHGOPMALMIO O BO3MOMKHbBIX COBBITUAX MOXKHO NOAYYMTb, OBPATUBLLNCH K CTPaHULE

«CobbITMA 1 KOMaHAbI», KoTopas HaxoguTca B rpynne « OPC cepsep» naHenu ynpasneHus MK «bactnox-

3» (Puc. 5).
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4% Tanens ynpaaneswn ATTK "Bacrnon-2" Oneparop: g

OcHoBHoe meHro » OPC Cepeep » CoBbita M KOMaHALI

&

e",ﬂpaisep CUEHapUeE
E5MUH
£ Bacrvon-2 - C2000

£ Cucrema

P Nonssosarens

£Bacvion-2 - Elsysll

8% Bactuon-2 - Esmi FX Net
& Bactvon-2 - Face

& Bactvon-2 - Forteza
£Bactvon-2 - Mpoza
Bactvon-2 - GST

8% Bactuon-2 - MnTennekr
£ Bacivon-2 - Intrepid

£ Bacivow-2 - Intrepid I
£:Bactvon-2 - Mypena

# Bactvon-2 - Peridect
#:bactvon-2 - MyHkmp-C
£ Bacivon-2 - PyBex Mpor. R3
€ Bactvon-2 - Schrack

B Bactuon-2 - CT

ECucrema
D,ﬂﬁepb

B Korponnep

A Oxpanmaii wineiih

IEPene

A TpeeowHei Ex08

42 Pazgen

[ Cumreisatens
Kpyrnocyrounan oxpana

I Typruker

¥ ITpynna pasaencs

efakCK

W Mocnegosarenshsii nopr

@ Tuns cobumuit Komaras: Buigenurs 68

1: UlratHeiid xog %nm %nl

2: Bxoa nog nprHyxaeHneM %nm %n1

3: Wrathuiid sbixog %nm %n1

4; Beixo nop npuHyassnen Snm %n

5: [lep He 3anepTa

6: Banom

7: Yaepswanne

8: BopoTa 3aKphiTsel

G: BopoTa OTKpETE NOAHOCTsI0

10: K3 aeepHoro koHTakTa

11: OBpuis Aseproro KoHTakTa

12: Hapywesve soHe gocTyna npu sxose %nm %n1
13: Orkas 5 aocTyne ma Bxog - HeT npas %nm %n1
14: Hapyuwienie spemenoii somsl npu sxoge %nm %n 1
15: HewssecTHaa kapTa npy Bxoae %cn

16: HewssecrHuii nvH-xoa, npi sxoge %pn

17: 3anpet sxoaa - orpannyeHue goctyna Jnm %n1
18: Otkas & gocTyne Ha Bxog - 6nokupoeka %nm %n1
19: Hesepweili nuH-koa npw sxoge %nm %n1

20: OTkas 6 AOCTYNE Ha EXOA - HET NOAHOMOYMI %anm %en1
21: Owwbka s50ga 2- KapTen Npy Bxoge %nm %n1
22: Qumbka ssoga 3-if KapTen npy Bxoge %nm %nl
23: MlroBoii oTKas B AOCTYNE NpK EXOAS

24; Npeasasneria nepeas kapra npyn sxose %nm %n1

Ckonnposars & Bydep

Puc. 5. CnpaBo4yHasa MHPOpMaLUA O BO3MOKHbIX COBbITUAX

3.3 IlosyyeHHe COCTOSIHUM YCTPOUCTB

CocToAHuA

YCTPOMCTB

nepepaoTca

COOTBETCTBYIOLLErO YCTPOMCTBY y3na:

C MOMOLULbIO  YCTaHOBKM

3HaYeHun

cneayolmMx CBOMCTB

Uma Tera Tun gaHHbIX Ha3HaueHue
State INTEGER Kog, cocTtosiHuA ycTpoincTea
StateText | STRING TeKCcT coCToAHMA YCTPOMNCTBA

Habop BO3MOKHbIX COCTOAHMUI 3aBUCUT OT TMMA YCTPOMCTBA U gpansepa MK «bacTMoH-3».

MoANHbIN NepeyeHb BOSMOMKHbIX COCTOSIHUI YCTPOMCTB NPUBEAEH B NPUIOKEHUN 2.

3.4 IlonyyeHUe mapaMeTpPOB YCTPONCTB

Cnepytolme napameTpbl COOTBETCTBYIOT NapameTpam YCTPOMCTB - Tuny, umeHu, SDN (ugeHTndumKatop) u

NaeHTUOUKATOPY POANTENLCKOrO YCTPOICTBA:

Nmsa Tera

Tun AaHHbIX

Ha3HayeHue

DeviceType

INTEGER

Koga Tvna ycTpoiicTea

SDN

INTEGER

SDN (yHUKanbHbIA MaeHTUdUKaTOP

yCTpOIiCTBa)
DeviceNam | STRING MUma ycTpomnctea
e
ParentID INTEGER NaeHTUPMKaTOp POANTENBCKOIO

ycTpouncTea
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3HayeHune napameTpa parentID ycTaHaBamBaeTcA B "-1", eCciM YCTPOWCTBO HE MMEET POAMUTENIbCKOTO.

MepeyeHb TMMOB YCTPOMCTB U UX KOAOB NPUBEAEH B NpUAoXKeHUU 1.

3.5 Ynpas/jieHHe yCTPOMCTBAMHU

Mepenaya KomaHZA ynpaBAeHWA BbIMNOJHAETCA C MOMOLLbIO 3alMCU KOAQ KOMaHAbl YnpaB/ieHUsa B
cBoicTteo ControlCommand cooTBeTCTBYIOLWLErO YCTPOMCTBY Y3/a.

Mepeaaya NapameTpoOB 41 KOMaHA, yNpaBAeHWsA B TEKYLLEN BEPCUN HE NpesyCMOTPEHA.

MoNHbIN NepeyeHb BO3MOMKHbIX KOMaHZA, ynpasBaeHWUs 3aBUCUT OT Habopa MCMNoJib3yemblx ApaliBepos U
COCTaBa MCNOoJ/Ib3yemoro 060pya0BaHUs.

NHPopmaumio 0 BOSMOXKHbIX KOMaHAAX yNpaBAeHUA ANA KOHKPETHOro TMNa YCTPOMCTBA KOHKPETHOro
ApanBepa MOXKHO NOy4ynuTb, 06pPaATMBLUMCL K cTpaHuue «CobbiTUS M KOMaHAbI», KOTOpasa HaxoAuTCs B
rpynne «OPC cepsep» naHenu ynpasneHus MK «bactmoH-3» (Puc. 6).

BHumaHue! BoinosnHeHue KOMAHO ynpassneHus npou3sooumca MmMosbKo 8 MOM cay4yae, ecau y
poau onepamopa, C J/02UHOM U [APOAEM KOMOPO20 OOKAOYUACA KAueHm, umeemcs
rosIHOMoYuUe Ha 8blrosIHeHUe coomeemcmayroulelti KomaHObI 0149 ycmpolicmea.

1{' MNaHens ynpasnesua AMNK “Bacwos-2° On:

OcHoeHoe meHro * OPC Cepeep CoBhITMA M KOMaHaAbI

Cucrema 8 Cucrema Tunel cobuitrii (@) Komaraw Beigenuts Bcé Cronupoeats & Bydep
£ Nonssosarens [ Asepe 0: OTepeims
fl,ﬂ,paﬁlsep CLeHapues = 1: 3akpoime
U HKDHTpoAnEp 2: OcTaHoENT
5: Bnokuposats
£ Bacrvon-2 - C2000 A\ OxpanHelii wnedig =
12: BephyTe 5 HOpManbHbIid pesxmm
2 Pene

43: MogTeepanTs AOCTYN
Bacrvon-2 - Elsysll A TpesokHid sxog 44; Orkasas s AocTyne
$:Bactnon-2 - Esmi FX Net “*Pazaen

£ Bacvon-2 - Face [l Cunraizatens
£ Bactvon-2 - Forteza Kpyrnocytounan oxpana
&.bacTvon-2 - Mposa I Typruker

£ pactvon-2 - GST " Tpynna pasgenos
£ Bactuon-2 - MHteanekr 2laKCK

£ pactvon-2 - Intrepid ¥ Nocnegosatenshsi nopt
&.bactvon-2 - Intrepid ||

&bactvon-2 - Mypena

£Bacrvon-2 - Peridect

&bactvon-2 - MyHeTup-C

£bactvon-2 - Pybex Mpor. R3

£ Bacwon-2 - Schrack

$Bacvon-2 - CT

Puc. 6. CnpaBoYHaa MHGOpMaLMA O KOMaHAAX YNPaBAEHUA YCTPOMCTBAMM

4 HewmraTHbIEe CUTyallUH

4.1 Ilopt OPC.TCP 3aHAT ApPYyruM nponeccom
Ecnm nopT, yKasaHHbIA B HacTpoiKax B napameTtpe «[llopT cepsepa ANnA NPOTOKONA opc.tcp» 3aHAT
Apyrum npunoxeHmem, To cepsep OPC He cmOKeT 3anycTMTbCA 3anylleH. B sTom cnydae npu 3anycke



5’ bactnoH-3 — OPC UA Cepsep. PykoBOACTBO agMUHUCTPATOPA 10

cepsepa B OTNag04HYI0 KoHconb MK «bacTnoH-3» 6yaet BbiBedeHO coobuieHne 06 OWKnBKe, a KAMEHT
OPC He CMOXKeT NOAKNIOYNTLCA K CepBeEpY.

Heobxoaumo BblbpaTb Apyroi NOPT B HacCTpoikax, n1Mbo ybeamnTbcsa, YTO MOPT OCBOOOXKAEH APYrMm
NpOoLLeCccom.

4.2 Tlopt HTTPS 3aHAT APYyruM nponeccom

Ecnun nopT, yKasaHHbIN B HAacTpOliKax B napametpe «lopT cepBepa ansa npotokona https» 3aHAT apyrum
npunoxeHnem, To cepasep OPC He CMOXKET 3anycTUTbCA 3anyLLeH. B aTom ciyydae npum 3anycke cepeepa B
OTNAA0YHYI0 KOHcosb MK «BacTnoH-3» byaeT BbiBeAeHO coobuieHue 06 ownbke, a KameHT OPC He
CMOXET MNOAKAUYNTLCA K CEpBEPY.

Heobxoaumo BbibpaTb Apyron NOpPT B HacCTpolKkax, Mbo ybeamuTbcs, YTO MOPT OCBOOOKAEH APYrnm
NPOLLEeCCOM.

4.3 TLS-cepTuduKaT npocpoyeH

Ons 3anycka cepepa OPC Heobxogum TLS-cepTudumkat. ECn OH OTCYTCTBYET MAW NPOCPOYEH, cepBep
He byaeT 3anylueH. B aTom ciydae npu 3anycke cepsepa B 0TAaA04HYO KoHcob MK «bactnoH-3» byaet
BbiBEAEeHO COO6LLI,EHVIE 06 0LUM6KE, a KnneHT OPC He cmokeT NOAKNTHOYNTBCA K CepBeEPY.

Heobxogumo 3arpysvTb HOBbIM aKTyalbHbl cepTudMKaT, IMBO creHepupoBaTb Camo3aBepeHHbI Ha
CTPaHWULE HacTpOeK.

5 IpuaoxeHus

[Ipunoxkenue 1. Tunsl ycrpoucTs IIK «bacTnoH-3»

Kop Tuna yctponctea HasBaHue Tuna yctpoucTBa

0 Cucrema

1 Tenekamepa

2 pynna Tenekamep
3 Osepb

4 Bopota

5 KoHTponnep

6 OxpaHHbIN Wwnend
7 MeTannogetekTop
8 MoxapHbIn Wnend
9 TpeBoXxHasi KHOMKa
10 Pene

11 MnaH

12 TpeBOXHbIN BXOA
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13 Paspen

14 AOpecHbI AbIMOBOW JaTUYMK
15 AfQpecHbI TENNOBOM AaTHuK
16 AdpecHas noxapHas KHornka
17 AppecHbir noginend

18 MoxapHasa rpynna

19 CuunTbiBaTEnb

20 Knasunatypa

21 KpyrnocyTtouHas oxpaHa

22 TypHukeT

23 Moaynb MOHUTOpUHIa

24 Moaynb ynpasneHus

25 LLo3

26 Cepsep

27 pynna pasgenos

28 KCK

29 Onepatop Or1C

30 Mone3osatens ONC

31 JlokanbHbIN pasgen

32 AJOpecHoe yCTponCTBO

33 Pagvopacwmpurtens

34 Cno6anbHbIN pasaen

35 MapLpyT

36 KoHTponbHas Todka

37 BupTyanbHoe ycTponcTso 1
38 BupTyanbHoe yCcTponcTeo 2
39 BupTyanbHoe ycTponcteo 3
40 CeTeBas rpynna

41 KoHTponnep Elsys-MB-IP
42 MocnepoBaTenbHbIA NOPT
43 pynna

44 MaHenu Esa

45 KoHTponnep

46 CueHapuii

47 Npynna OMNC

48 CBeTUNbHUK
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[Ipunoxxenue 2. COCTOAHUSA YCTPOUCTB
MonHbIA NepeyeHb BO3MOMKHbIX KOAOB COCTOAHMIN YCTPOMUCTB U MX paclindpoBKa NpPUBEAEHbl HUNXKE.

Bonbluas 4yacTb 3TUX COCTOAHUI NMPUMEHAETCA TOJIbKO K OrpaHM4eHHOMY 4Yucny Tunos YCTpOVICTB

(Hanpmmep, BCe COCTOAHUA «C OrpaHN4eHmnem AoCctyna» — NPUMeHAKTCA TO/NIbKO ANA TOYEK rlpoxo,a,a).

Kon Cocrosinne Tun cocroaHus
0 HeuzsectHo [lItaTHOE

1 Hopma IlItatHOE

2 He akTnBHO, HEAOCTYNIHO IlItatHOE

3 CHATO ¢ OXpaHbI IlIratHOC

4 TpeBora Tpesora

5 HewncnpasHocTh HeuncrnpaBHocTh
6 Tpesora npu Bxone Tpesora

7 TpeBora npu BeIX0JE TpeBora

8 TpeBora npu BXoJie ¢ OTPaHUYECHHUEM JI0CTYyIIa TpeBora

9 TpeBora npu BEIXOJE C OFPaHUYEHUEM JTOCTYIA TpeBora

10 Bznom Tpesora

11 B3nom npu orpaHndeHun 1octyna Tpesora

12 Brimonnasercs Bxos IITatHOC

13 BrinonHseTcs BXO IPH OTpaHUYEHUH TOCTyTa [IraTHOE

14 HopmanbsHoe cocTosiHue IpU OTpaHUYEHUH TOCTYyIIa IItatHoE

15 He akTUBHO Npu OrpaHUYEHUH AOCTYyHa IlITaTHOE

16 Paz0nokupoBaHo Mpu OrpaHUYEHUH TOCTyTA IlIratHoe

17 PazbnokupoBano IITaTHOE

18 ITonyoTkpsiTO IlIratHOE

19 Pa30n0kupoBaHo Mpu OrpaHUUCHUH TOCTYIA IIratHOE

20 BrimosaseTcst BEIX0o IITatHOE

21 Brinon#seTcs BBIXO IPU OFPAHUYEHUU TOCTYyNA IlITaTHOE

22 HeucnpaBHOCTh Npu 3aKpbITUU HeucnpaBHocTb
23 HeuncnpaBHoCTh mpu 3aKkphITHM B pekuMe orpaHuueHus | HemcnpaBHoOCTh

JocTyna
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24 VYnepxxanue (aBepn) HewncnpaBHOCTH
25 -- HeucnpaBHocTb
26 -- Tpesora
27 -- Tpesora
28 -- Tpesora
29 - IItatHoE
30 -- IlItaTHOE
31 Bxurodeno (Beixo, perne) IlITatHOC
32 BrikmtodueHo (BbIXo, pee) lraTtHoe
33 He rotoBo k noctaHoBke Ha OXpaHy Heucnpasrocts
34 AKTHUBHO, BKJIIOYCHO, HA OXPaHE IIraTHOC
35 Touka nmpoxoxa 3abJI0KHpOBaHA IIratHOC
36 Touka nmpoxojia He 3anepTa TpeBora
37 BrinonnseTcs BXo o NpUHYXICHUEM TpeBora
38 BrinonHseTcs BBIXOA O NPUHYKACHUEM Tpesora
39 TpeBora u HEUCIPABHOCTH OTHOBPEMEHHO TpeBora
40 [Mpoxon (0e3 ykazaHus HarpaBICHNs) rarHoe
41 Buneosamnmcs BkiroueHa IITatHOE
42 TypHuKET 3a0710KHPOBaH Ha BXOT IITaTHOE
43 TypHuKeT 320J10KHPOBaH Ha BHIXOJ] IlratHoe
44 TypHukeT pa3dI0KupoBaH Ha BXO[ [lItaTHOE
45 TypHUKET pa30JIOKUPOBAH HA BHIXO/T IITaTHOE
46 TypHukeT pa30jgokupoBaH Ha BXOJ W 3a0iokupoBaH Ha | IllTatHoe
BBIXOJT

47 TypHukeT 3a0J0KMpPOBaH Ha BXOA M pa3dnokupoBad Ha | LlltaTHOe
BBIXOJT

48 Ha oxpane He momHOCTEIO (He Bce 30HBI B3ATHI HA oxpany) | LlltatHOe

49 IIpentpeBora (mpemymnpexkneHue, wucmonb3yercs st | Tpesora
MIEPUMETPOB)
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[Ipunoxenue 3. UcTopust U3BMEeHEeHU M
2023.3 (29.12.2023)

[+] AobaBneHa BO3MOMKHOCTb GUAbTPALUKN COOBLITUIM, NepenaBaembix Yepe3s OPC UA, no tuny cobbiTuit
(wTaTHbIE, TPEBOTKN, HEMCMPABHOCTM) U MUHMMANbHOMY MPUOPUTETY.

2023.2 (25.09.2023)

[+] MosABuAMCb HACTPOMKK, MO3BOAAIOWME BKAOUMTL GUNbTPaLMIO NepesaBaembix Yepe3 OPC cobbiTuit
Mo TMNam (WTaTHble, TPEBOrM N HEUCMPABHOCTHM), @ TaKXKe N0 MUHUMAIbHOMY NMPUOPUTETY.

1.0 (07.07.2022)

[+] NepBas Bepcua moayns ana MK «bactMoH-3».
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